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1. INTRODUCTION 

 
All NHS organisations require safe haven procedures to maintain the privacy and confidentiality of the 
personal information held. The implementation of these procedures facilitates compliance with the legal 
requirements placed upon the organisation. 
 
Where departments within the Trust, other NHS Trusts or other agencies want to send personal 
information to a Trust department, they should be confident that they are being sent to a location which 
ensures the security of the data. 
 
The details of every NHS Trust’s safe haven point are listed in the National Safe Haven Directory. 
 
A number of Acts and guidance dictates the need for safe haven arrangements to be set in place, they 
include: 
 
Data Protection Act 1998 (Principle 7): “Appropriate technical and organisational measures shall be 
taken to make personal data secure” 
 
Confidentiality: NHS Code of Practice 2003: Annex A1 Protect Patient Information “Care must be 
taken, particularly with confidential clinical information, to ensure that the means of transferring from one 
location to another are secure as they can be”  
 
Further information can be found on the Information Governance and Security microsite on the Trust 
Intranet, which has up-to-date polices, guidance and codes of practice. Detailed procedures for each 
method of transfer are available on this site. This policy should be read in conjunction with these 
procedures. 

 

2. STATEMENT OF INTENT / SCOPE OF THE POLICY 

 
This policy applies to Stockport NHS Foundation Trust, referred to as the ‘Trust’, and includes all 
hospitals, units and community health services managed by Stockport NHS Foundation Trust. 

 
This policy provides: 
 
 The legislation and guidance which dictates the need for a safe haven. 
 
 A definition of the term safe haven. 
 
 When a safe haven is required. 
 
 The necessary procedures and requirements that are needed to implement a safe haven. 
 
 Rules for different kinds of safe haven. 
 
The processes described in this policy must be followed by all Trust staff, unless exceptional 
circumstances arise, which may have an impact on direct patient care and when advice/guidance has 
been sought. 
 
This policy applies to all those working in the Trust, in whatever capacity. A failure to follow the 
requirements of the policy may result in investigation and management action being taken as 
considered appropriate.  
 
This may include formal action in line with the Trust's disciplinary or capability procedures for Trust 
employees; and other action in relation to other workers, which may result in the termination of an 
assignment, placement, secondment or honorary arrangement. Non-compliance may also lead to 
criminal action being taken. 
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The Trust will also be subject to the General Data Protection Regulations when they come into force on 
25th May 2018.  

 

3. SUMMARY 

 
This document and associated policies and procedures identify the principles required to ensure that all 
staff comply with the law and best practice when handling information and to ensure that information is 
shared in an appropriate manner and secured in transit.  
 

4. DEFINITIONS  

 

4.1 Safe Haven: 

 
The term safe haven is a location situated on Trust premises where arrangements and procedures 
are in place to ensure person-identifiable information can be held, received and communicated 
securely. In a Trust they are the point from where person identifiable data is controlled. 
 
The official designated safe haven location in Stockport NHS Foundation Trust is: 
 
Stockport NHS Foundation Trust 
Room 19, Information Department 
2nd Floor, Cedar House 
Stepping Hill Hospital 
Poplar Grove, Stockport 
SK2 7JE 
 
Tel: 0161 419 5407 
Fax: 0161 419 5304 
 
All staff should be aware of this location, especially as some calls, fax and mail are directed to the 
listed safe haven only. 
 
However, any department sending, receiving, holding or communicating person identifiable 
data, concerning either patients or staff, should provide safe haven conditions by following 
the guidelines set out within this policy. 

 

4.2 Person Identifiable Information / Data (PID): 

 
This is also referred to as, “personal / confidential information” and relates to information about a 
person which would enable that person’s identity to be established by one means or another.  
 
This might be fairly explicit such as an unusual surname or isolated postcode or bits of different 
information which if taken together could allow the person to be identified.  
 
All information that relates to an attribute of an individual should be considered as potentially 
capable of identifying them to a greater or lesser extent. This includes the nationally recognised 
NHS number. 

 

4.3 Sensitive Information: 

 

This is information where loss, misdirection or loss of integrity could impact adversely on individuals, 
the organisation or on the wider community.  
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This is wider than, but includes, data defined as sensitive under the Data Protection Act 1998. In 
addition to personal and clinical information, financial and security information is also likely to be 
deemed “sensitive”.  
 
Examples of sensitive information include information in relation to a person’s: 

 
 Health or physical condition 
 Sexual life 
 Ethnic origin 
 Religious beliefs 
 Political views 
 Criminal convictions 
 Trade Union Membership 

 
For this type of information even more stringent measures should be employed to ensure that the 
data remains secure. 
 

      4.4 Primary and Secondary uses of Information 

 
Primary Use (Direct Care) – is when information is used for direct healthcare and medical 
purposes. This would directly contribute to the treatment, diagnosis or the care of the individual. 
This also includes relevant supporting administrative processes and audit/assurance of the 
quality of healthcare service provided.  
 

 
Secondary Use (Non-Direct Care) – is when information is not used for direct healthcare and 
medical purposes. Generally this could be for research purposes, audits, service management, 
commissioning, contract monitoring and reporting facilities. PID should not be used for 
secondary use purposes so any data shared must be limited and de-identified using 
anonymisation or pseudonymisation techniques.  
 

4.5 Anonymised or Pseudonymised Information  

 
This is information which does not identify an individual directly, and which cannot reasonably be 
used to determine identity.  
 
Anonymisation - requires the removal of name, address, full postcode, NHS Number and any other 
detail or combination of details that might support identification. 
 
Pseudonymisation - requires replacing person identifiers in a dataset with other unique values 
(pseudonyms) from which identities of individuals cannot be inferred, e.g. the replacement of an 
NHS number with another random number. Pseudonymisation may be reversible or irreversible  
 

4.6 Portable Electronic or Removable Media: 

 
This includes tapes, floppy discs, laptops & Tablets, optical discs - DVD & CD-ROM, solid state 
memory cards, memory sticks, Smartphones and pen drives. 

 

4.7 Information / Data Flow / Information Flow Mapping 

 

This is the process of documenting the flow of information from one physical location to another and 
the method by which it “flows”. Data flows may be by: Verbal transfer, E mail, fax, post/courier, text, 
or portable electronic or removable media. 
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4.8 Information Sharing Protocol  

 
The Information Sharing Protocol (Appendix b) should be used with Health and Social Care 
Organisations and Partners. It sets out general principles with which both parties must comply at all 
times. It specifies the categories of data that will be shared and the purpose(s) for which the 
recipient is permitted to use each category of data, including specific security measures that the 
parties shall put in place to protect the data. It must be signed the Caldicott Guardian or authorised 
senior officer of each organisation. 

 
 

4.9 Confidentiality Agreement  

 
This agreement should be used by contractors or third party suppliers of information systems and 
services, including support, maintenance or consultancy where the third party may have access to 
person identifiable or sensitive data on-site, or off-site (including remote access). 

 

5. ROLES & RESPONSIBILITIES 

 

5.1  Chief Nurse / Caldicott Guardian: 

 
The Caldicott Guardian is the Trust’s Director of Nursing & Midwifery. The Caldicott Guardian has 
responsibility for safeguarding the confidentiality of patient information.  

 

5.2  Information Governance Team / Assistant Director of Information (Information Governance & 
 IT Security): 

 
The Information Governance Team are responsible for coordinating improvements in data 
protection, confidentiality and information security.  

5.3  Information Governance Department  

  
 As the official designated safe haven location in Stockport NHS Foundation Trust, the Information  

Governance team will ensure that appropriate safe haven processes are in place.  For secondary 
use, the information team will ensure that any queries and reports produced will be effectively 
anonymised, where appropriate, and suitably encrypted when anonymisation is not possible. 

 

5.4  All Trust Managers: 

 
Managers within the Trust are responsible for ensuring that the policy, and other associated policies 
and supporting standards and guidelines are built into local processes and that there is on-going 
compliance. 

 
Managers are accountable for the communication about and compliance with Trust policies, and 
must ensure that staff are adequately trained and apply the appropriate guidelines.  

 

5.5 All Trust Staff: 

 
All staff, whether permanent, temporary or contracted are responsible for ensuring that they are 
aware of the requirements incumbent upon them and for ensuring that they comply with these on a 
day to day basis. 
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All staff are responsible for any records or data they create and what they do with information they 
use.  
 
Staff should ensure they attend information governance training and awareness sessions to 
maintain their knowledge and skills.  
 
All staff have a responsibility to adhere to information governance standards which are written into 
the terms and conditions of their contracts of employment. 
 
All staff that process personal-identifiable information and managers who have 
responsibilities for those staff must ensure that they abide by this policy. 

 
 

6. THE POLICY 

 

6.1 Requirements for Safe Havens 

 
6.1.1 Location/Security Arrangements: 

 
 Any area sending/receiving person identifiable information should consider the physical 

security arrangements i.e. a room that is locked or preferably accessible via a coded key 
pad known only to authorised staff, this key pad should be in use at all times. This should 
be the first step in the aim to create safe haven conditions. 

 
 The office or workspace should be sited in such a way that only authorised staff can enter 

that location i.e. it is not an area which is readily accessible to any member of staff who 
work in the same building or office, or any visitors. 

 
 If sited on the ground floor, any windows should have locks on them. 
 
 The room should conform to health and safety requirements in terms of fire, safety from 

flood, theft or environmental damage. 
 
 Manual paper records containing person-identifiable information should be stored in 

locked cabinets, where possible. 
 
 Computers should not be left on view or accessible to unauthorised staff and the screen 

‘locked’ (using Ctrl, Alt, and Delete keys simultaneously / windows and ‘L’ key) or be 
logged/switched off when not in use. 

 
 Equipment such as fax machines in the safe haven should have a coded password and 

be turned off out of office hours. 
 
 Confidential information should not be removed from a safe haven office unless absolutely 

necessary. 
 

 Operate a clear desk policy, especially when hot desking or working in an open plan 
office. 

 
6.1.2 Fax Machines: 

 
Fax machines must only be used to transfer personal information where it is absolutely 
necessary to do so. The following rules must apply: 
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 The fax is sent to a safe location where only staff that have a legitimate right to view the 
information can access it. 

 
 You notify the recipient when you are sending the fax and ask them to acknowledge 

receipt. 
 
 The sender is certain that the correct person will receive it and that the fax number is 

correct. 
 
 Care is taken in dialling the correct number, and pre-programmed numbers are used, 

where possible. 
 
 Confidential faxes are not left lying around for unauthorised staff to see. 
 
 Only the minimum amount of personal information should be sent, where possible the 

data should be made anonymous or a unique identifier used. 
 
 Faxes sent should include a front sheet, which contains a suitable confidentiality 

clause/disclaimer, and states who the information is intended for. 
 
 Where possible, Personal details, i.e. patients name and address, should be faxed 

separately from clinical details; both transmissions should be accompanied by the NHS 
number. 

 
 A report sheet is printed to confirm that the transmission was successful (this does not 

however confirm receipt). The details of this report should be double checked to ensure 
that they are accurate. 

 
6.1.3 Communication by Post: 

 
 All sensitive records must be placed face down in public areas and not left unsupervised 

at any time. 
 
 Incoming mail should be opened away from public areas. 
 
 Outgoing mail (both internal and external) should be sealed securely in robust envelopes 

and marked ‘private and confidential’ or ‘private and confidential - to be opened by 
addressee only’ (if the information is particularly sensitive or intended for a particular 
individual). Where possible use tamper-evident envelopes or tape/seals. 

 
 Where sending bulk personal/sensitive information – such as a medical record - use 

recorded/registered delivery or secure courier services.  This is not necessary when 
sending single sheets such as appointment letters, however care must be taken to ensure 
that only the name and address is visible and that no personal information can be viewed 
through any window envelopes. 

 
 Confirm the name, department and full address of the recipient before sending any 

information out, and ask the recipient to confirm receipt. 
 
 Ensure information is sent to a safe location. 

 
 Under no circumstances should patient information be sent in the internal mail, across the 

Stepping Hill site.  For staff who need to transport information from site to site (in 
particular staff working in the community), it is acceptable to transport via the internal mail 
however such staff will be responsible for ensuring: 
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(a) the information is transported in a secure/robust, adequately sealed envelope, and 
(b) Accurate tracking information is recorded (to include the date the information is put 
 into the postal system; the location of the pick-up point i.e. where the outgoing post-
 tray is located; the name, address and job-title of the recipient 
(c) Recipients contact the sender to confirm receipt, to allow the tracking information to 
 be updated 

 
6.1.4 Computers: 

 Access to any PC must be password protected; passwords must not be shared, written 
down or disclosed in any way. 

 
 Computer screens must not be left on view so members of the general public or staff, who 

do not have a justified need to view the information, can see personal data. 
 
 PCs or laptops not in use should be logged/switched off or the screen ‘locked’ (using Ctrl, 

Alt, and Delete keys / windows and ‘L’ key) when not in use. 
 
 Information should be held on the Trust’s network shared or home drives/servers, for 

example ‘I’ drive, ‘J’ drive or ‘S’ drive and not stored on local computer hard drives i.e. ‘C’ 
drive (usually ‘my documents’). Departments should be aware of the high risk of storing 
information locally and take appropriate security measures e.g. Encryption and Back-Up 
Procedures. 

 
 Confidential Information stored on network shared drives should be restricted as 

appropriate. IT services can assist in establishing folder access rights. 
 
 Undertake regular house-keeping of your files, ensuring only the minimum amount of data 

is retained, in accordance with the Trust’s Records Management Policy and NHS Records 
Management Code of Practice Retention Schedules. 

 
 The Information Governance Team must be informed of any new database/system 

applications created/introduced that contain person identifiable information. 
 
 Any database, containing personal information should comply with the Data Protection Act 

Principles and the Caldicott Principles. 
 

6.1.5 E-mail: 

Great care should be taken in sending personal information, especially where the information 
may be of a clinical nature – it should be encrypted and procedures undertaken to ensure that 
the correct person has received it.  
 
Email should only be used to send person identifiable information if absolutely necessary, 
appropriately authorised and encrypted to the appropriate standard.  
 
NHS mail (@NHS.net) automatically secures data sent to other @nhs.net email address or any 
of the following secure email domains.  
 
NHS  
NHSmail (*.nhs.net) 
Central Government  
xGSI (*.x.gsi.gov.uk)  
GSI (*.gsi.gov.uk)  
GSE (*.gse.gov.uk)  
GSX (*.gsx.gov.uk)  
CJX (*.pnn.police.uk *.cjsm.net)  
SCN (*.scn.gov.uk)  
Local Government  
GCSX (*.gcsx.gov.uk)  



- Official - 

Information Sharing & Transfer of Records Policy - IGP 001 

         Introduction Date – Aug 2018   11 / 31      v 6.1  

 

 
NB: *.gov.uk and *.police.uk alone are not secure domains.  The email address must 
contain one of the domains above IN FULL. 
 
It is important to note that mail sent from NHS mail (@NHS.net) to any other email domain 
including (@stockport.nhs.uk) is not secure and should not be used for transferring person 
identifiable information. Data sent from @stockport.nhs.uk to @NHS.net is also unsecure and 
should therefore not be used to transfer person identifiable or confidential information without 
encryption. 
 
 All personal information sent by e-mail should be encrypted to NHS cryptographic 

standards (currently 256bit strength). The Trust has an email encryption facility (Trend 
Micro) that can be used to send information securely when using Stockport NHS 
Foundation Trust’s local email system i.e. @stockport.nhs.uk, and where the use of NHS 
mail is not possible. 
 
Encryption must be applied manually by typing [secure] (including the square brackets) in 
the subject header of the e-mail message.  Further guidance can be found on the IG & 
Security microsite. 
 

 In addition to the Trust’s own encryption facility, NHS mail has also introduced a facility to 
enable identifiable information to be sent to non-secure e-mails, that is encrypted to the 
required standard.  Guidance is available on the Information Governance & Security 
Microsite, E-mail and E-mail Encryption page. 

 
 Where possible, only send personal information over NHS mail (@NHS.net to @NHS.net) 

i.e. when communicating with other NHS organisations also using NHS mail.  
 
 Emails are sent to the right people. Confirm the intended email address before sending 

and ask the addressee to acknowledge receipt. 
 
 The receiver is ready to handle the information in the right way. 
 
 Clinical information should be clearly marked. 
 
 Person identifiable information should not be written in the ‘subject’ box and messages 

should be annoymised wherever possible i.e. the use of a reference rather than individual 
names. 

 
 Browsers are safely set up so that, for example, passwords are not saved and temporary 

internet and e-mail files are deleted on exit. 
 
 Information sent by email will be safely stored and archived as well as being incorporated 

into patient records. 
 
 There is an audit trail to show who did what and when. 
 
 There are adequate fall back and fail-safe arrangements. 
 
 Information is not saved or copied into any PC or media that is “outside the NHS”. 
 
 Emails no longer required should be archived/deleted from the system (Ref: NHS Records 

Management Code of Practice – Retention Schedules). 
 

 There are occasions when patients ask to correspond with the Trust via e-mail.  This is not the 
Trust’s preferred method and patients must be advised that any correspondence conducted via 
unencrypted e-mail is not secure.  The Trust does have an encryption facility which can be 
used when sharing information via e-mail and patients should be encouraged to use this 
method.  However, if a patient is not happy to use our encryption facility, preferring to use their 

mailto:@stockport.nhs.uk
mailto:Name@NHS.net
http://intranet.stockport.nhs.uk/microsites/pageview.aspx?siteid=91&pageid=7087&mid=6100
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own e-mail address, we must reiterate to them that the information is not secure and that the 
Trust cannot guarantee the security of their data.  As long as the patient confirms an 
understanding of this fact and accepts responsibility for continuing to use unsecured e-mail, 
and such acceptance is recorded in the patient notes, it is acceptable to use this method of 
corresponding with the patient. 

 
Seek advice from the Information Governance Team or IT services, with regards to encryption 
solutions, secure erasing methods, or restricted access rights to shared drives. 
 
Please also read the Stockport NHS Foundation Trust IT Acceptable Use Policy for more 
guidance. 

 
6.1.6 Phone: 

 
 Information should not usually be provided over the telephone as the identity of the caller 

cannot always be verified. 
 
 Always confirm the name, job title, department, and organisation of the person requesting 

the information. 
 
 Confirm the reason for the information request. 
 
 Take a contact number i.e. main switchboard (never a direct line or mobile telephone 

number). 
 

 Call them back (always call the switchboard) to confirm the details, if necessary. 
 
 Check whether the information can be provided; if in doubt tell the enquirer that you will 

call them back. 
 
 Only provide information to the person who requested it, do not leave messages. 
 
 Ensure that you record details of the information disclosed, your name, date and time of 

disclosure, the reason for the disclosure, and who authorised the disclosure. Also record 
the recipient’s name, job title, organisation and telephone number. 

 
 Ensure that you have a password protected voice mail in operation for any messages that 

you might receive. 
 

6.1.7 Other Transportation Arrangements: 

 
 Person identifiable information, including paper records, should only be taken off site 

when absolutely necessary and appropriately authorised, e.g. for community nursing staff 
and, secure document carriers should be used at all times.  This includes attendance at 
Inquests.  It is not permitted, in accordance with the Inquest Policy, to transport the full 
Inquest pack to the Inquest.  Staff should carry with them ONLY their own statement. 
 

 Where information is required (and appropriate) to be transported off site, in these 
circumstances, sensitive information should be transported out of sight (in a car boot); 
should never be left unattended and should NEVER be left in the car overnight.  If 
information cannot be returned to base at the end of a shift, it should be removed from the 
car and stored overnight in the member of staff’s house/apartment. 
 

 Original hospital patient case notes should not be taken off-site under any circumstances. 
 
 A record of what information you are taking off-site should always be documented, 

including why, where and to whom you are taking it. 
 
 Information must be transported in a sealed/secure container. 
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 Never leave person identifiable information unattended.  
 
 Ensure that all information is returned back to the site as soon as possible, and that any 

records are updated. 
 
 Personal data should not be sent outside of the UK without seeking advice from the 

Information Governance Team. 
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6.2  Displaying Personal Information (for example on white-boards) 

 
Boards containing patient information / person identifiable information should ideally be sited in 
areas that are not generally accessible by the public, e.g. staff offices. These rooms should be 
clearly marked 'staff only' and windows obscured appropriately.  

 
 With regard to patient identifiable information recorded on Ward Whiteboards, it is Trust policy that 
 only initials are used (the exceptions are where there are two patients with the same surname when 
 an initial can be used by exception, ED and Paediatrics who may use a first name and an age).  
 This requirement relates also to the smaller side-room Whiteboards but does not apply to 
 whiteboards above a patient’s bed when the full name can be used. 
 
 If it is absolutely necessary (and this must be by exception) to pur clinical information onto a 
 whiteboard, the information must be abbreviated or symbolised so that only health professionals can 
 understand the information and not other members of staff  (or other patients/patient relatives) that 
 may come into the department. 

 
If it is absolutely necessary to put clinical information onto a whiteboard, the information should be 
abbreviated or symbolised so only health professionals can understand the information and not 
other members of staff that may come into the department. 
 
The use of personal information in patient areas should be carefully considered and a risk 
assessment undertaken by an appropriate manager. 
 

6.3. Sharing Information with other Organisations 

 
Person Identifiable Information must only be shared if: 

 

 You have patient consent or 

 If a law says you have to or 

 It’s in the public interest 
 

Employees of the Trust authorised to disclose information to other organisations outside the NHS 
must seek assurance that these organisations have a designated safe haven point for receiving 
personal information.  
 
The Trust must be assured that these organisations are able to comply with the safe haven ethos 
and meet certain legislative and related guidance requirements: 

 
 Data Protection Act 1998. 
 Common Law Duty of Confidence. 
 Confidentiality: NHS Code of Practice 2003. 

 
A general Information sharing protocol and individual information sharing agreement must be put in 
place with NHS and local government information sharing partners and organisations where 
personal information is to be shared. A template information sharing protocol can be found at 
appendix (b). 
 
A confidentiality agreement should be used with commercial third party suppliers of information 
systems and services, including support, maintenance or consultancy where the third party may 
have remote access or access to person identifiable or sensitive data on-site, or off-site. 
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All flows of information coming in and going out of the department should be risk assessed as 
appropriate and recorded by completing the information/data flow mapping form, which is to be 
returned to the I.G. Department. Advice should be sought from the Information Governance Team, 
as required. 
 

6.4 Sharing Information Internally with 3rd Parties 

There will be occasions where you may have to work with people employed by an external 3rd party 
on Trust premises, on the Trust’s behalf, e.g. external consultants or contractors.  The Data 
Protection principles and the guidance around duty of confidentiality still apply.  Unless it is for the 
purpose of providing direct healthcare, no identifiable information can be shared.  Any identifiers 
must be removed before the information is shared and any sharing must be done in a secure 
manner. 

6.5 Anonymisation process 

 

The Trust has adopted a policy of anonymisation rather than pseudonymisation, which would 
involve specialist software products. 
 
The overall aims of anonymisation are to enable: 
 

 The legal and secure use of patient data for secondary purposes by the NHS and other 

organisations involved in the commissioning and provision of NHS-commissioned care. 

 

 NHS business is not using identifiable data in its non-direct care related work wherever possible. 

 

All regular reports and ad-hoc requests for patient or activity level data will have all patient 

identifiable data removed and therefore be effectively anonymised.  

 

6.6 Secure File Transfer (SFT) 

 

 The SFT is designed to replace physical media transfers (e.g. CDs, DVDs, memory sticks, USB pen 

drives, paper copy) and also to enable the transfer of large documents electronically (up to 1GB).  It 

involves registering with the SFT service and uploading your information to the site.  The recipients 

are then contacted to advise that information is on the site for them and they can then log into the 

site using the password you have provided them with.  Information transfer using this method is 

secure. 

 

 Further information and guidance is available on the Information Governance & Security Microsite or 

by contacting the IG Department directly. 

 

7. IMPLEMENTATION 

 
7.1 The responsibility of implementing this document, including training and other needs that arise shall 

remain with the author. Line managers have the responsibility to cascade information on new and 
revised policies/procedures and other relevant documents to the staff for which they manage.  

 
Line managers must ensure that departmental systems are in place to enable staff (including 
agency staff) to access relevant policies, procedures, guidelines and protocols and to remain up to 
date with the content of new and revised policies, procedures, guidelines and protocols.  
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7.2 This document has been compiled by the Information Governance Team in consultation with 
Governance Leads for each Business Group by means of the Information Governance & Security 
Group. 

 
Once finalised, the document will be presented to the Performance & Finance Committee. The 
document will then be displayed on the Information Governance & Security microsite on the Trust’s 
intranet and on the Trust’s website. Managers and Governance leads should ensure the information 
is cascaded to all staff. 

 

8. MONITORING  

  
The Trust will regularly monitor and audit its Safe Haven & Information Sharing practices for compliance 
with this policy.  
 
The audit will: 

 

 Identify areas of operation that are covered by the Trust’s policies and identify which procedures 
and/or guidance should comply to the policy; 

 Follow a mechanism for adapting the policy to cover missing areas if these are critical to  
processes, and use a subsidiary development plan if there are major changes to be made; 

 Set and maintain standards by implementing new procedures, including obtaining feedback where 
the procedures do not match the desired levels of performance; and 

 Highlight where non-conformance to the policy is occurring and suggest a tightening of controls 
and adjustment to related procedures. 

 
The results of audits will be reported to the Information Governance & Security  Group, Performance & 
Finance Committee and the Audit Committee, as appropriate. 
 
 

 

Monitoring Arrangements  Responsibility / Process / Frequency 

Process for monitoring e.g. audit - Internal Audit 
- Information Governance Toolkit 
- External Audit 

Responsible individual/ group/ committee Information Governance & Security Group 

Frequency of monitoring Annually 

Responsible individual/ group/ committee 
for review of results 

Information Governance & Security Group 

Responsible individual/ group/ committee 
for development of action plan 

Information Governance & Security Group 

Responsible individual/ group/ committee 
for monitoring of action plan 

Information Governance & Security Group 
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Mobile Computing - Laptops, Media, etc 
  
 Personal and confidential information should not be 

taken off site unless absolutely necessary or without 
adequate protection. 

 Mobile devices should be locked away in the building 
when not in use. Preferably behind a locked door and in 
a locked cupboard. 

 Where it is absolutely necessary to store 
personal/confidential information on mobile devices: 
 Do not leave the device unattended 
 Remove confidential information as soon as 

possible; when no longer needed, using secure 
erasing methods. 

 Ensure that all devices 
you use are encrypted  

 Ensure regular 
housekeeping of all 
device files. 

 
IT will advise on erasing and encryption solutions. 
 

Computer 
 
 Be careful where you site your computer screen: ensure 

any confidential or personal information cannot be 
accidentally or deliberately seen by visitors or staff who 
do not have authorised access. 

 Always keep your password confidential and do not 
write it down. 

 Do not share passwords; this is a disciplinary offence. 

 Change your password regularly; most systems will 
force a regular change of password and designate the 
format of it. 

 Remember to log off your computer when leaving the 
office, or use the ‘Ctrl, Alt and Delete’ keys’ or the 
‘Windows and L’ key to lock your computer for short 
absences. 

 Any user who suspects they may have a computer 
virus must report it immediately to the IT helpdesk and 
log the issue as an incident in line with the incident 
management procedures. 

 Any disk or CD coming into the organisation – no 
matter where it has come from – must be virus checked 
by the IT department before use. 
 
 

Network Shared Drives 
 

 Avoid storing confidential data on open shared drives. 

 Ensure any files containing confidential/person 
identifiable data are restricted to the relevant members 
of staff. 

 Use password protection on confidential/sensitive files 
and/or arrange for restricted access for specific 
users/groups, through the IT department. 

 

Telephone 
 

 Do not leave messages containing personal / 
confidential information. 

 Be careful when taking messages off answer phones 
and ensure that messages cannot be overheard whilst 
being played back. 

 When receiving calls for personal information: 
 Verify the identity of the caller 
 Ask for a reason for the request 
 If in doubt as to whether information should be 

disclosed tell the caller you will call them back. 
Take advice from your manager. 

 Call back to main switchboard or known and 
trusted numbers only – not direct lines you do not 
recognise or mobile telephones 

 

Faxing 
 

 Do not fax personal or confidential information unless it 
is absolutely necessary. 

 If it is necessary, ensure that you fax the information to 
a Safe Haven/Secure fax location. 

 Call to say you will be sending a fax & double check the 
fax number. 

 Remember to always use a cover sheet, complete with 
contact details and a disclaimer. 

 Ask the recipient to confirm receipt of the fax. 

 Ensure you mark the fax header “Private and 
Confidential”. 

 Personal details e.g. name/address should be faxed 
separately from clinical details, which must be 
accompanied by the NHS Number. 

 Make messages anonymous where possible. 

 Program Fax machines to provide a transmission 
confirmation receipt or to periodically print a log of all 
calls made and received. 

Database 
 
 Ensure that any database, containing personal 

information, which is created, is in line with the Caldicott 
and Data Protection principles. 

 Inform the Information Governance Team when new 
databases/system applications are created or 
introduced to your department/service. 

  

Email 
 
Person Identifiable information should only be e-mailed if 
it is absolutely necessary and encrypted - where 
possible use NHS mail (@nhs.net) when sending to other 
NHS organisations that are also using NHS mail or other 
government agencies using an e-mail account listed on 
our microsite. 
 Confirm the intended e-mail address beforehand. 

 Ask addressee to acknowledge receipt of the e-mail 

 Ensure no personal identifiable information is written in 
the subject box. 

 Make messages anonymous where possible. i.e. use a 
reference rather than a name. 

 
Post 
 
 Ensure envelopes are marked “Private and Confidential 

– to be opened by addressee only” and, where 
appropriate, place in a second unmarked envelope. 

 Double check the full postal address and name of the 
recipient. 

 Use ‘tamper evident’ sealed envelopes for external post 
or sealed confidential internal mail envelopes. 

 Choose a secure method for sending confidential 
information through the external post e.g. recorded 
delivery. 

 Ask the recipient to confirm receipt. 

 Ensure that incoming confidential post is handled 
appropriately and that outgoing mail is sent to a safe 
place. 

 Confirm receipt of any confidential information received. 

 Ensure all mail goes through the post room for franking. 
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Printer 
 
 Avoid printing confidential/personal information to 

central printers, where it may be 
left unattended. 

 Keep the number of copies to a 
minimum. 

 

Photocopying 
 
 Do not make excessive copies of confidential 

information. 

 Regularly check /update your distribution list to ensure 
copies are not sent to staff who have left or moved to 
another service. 

 

Bin 
 
 Be sure that you dispose of confidential information 

appropriately. 

 All personal information is confidential and must be 
disposed of in confidential waste bags for shredding. 

 Confidential waste paper must not be used as scrap 
paper for messages, notes etc. 

 

Filing Cabinet 
 
 Ensure that filing cabinets containing confidential 

information are always kept locked when not in 
immediate use. 

 Ensure filing cabinets are not sited in areas which are 
accessible to members of the public/visitors. 

 Ensure regular housekeeping of your files. 

 When destroying information ensure you comply with 
NHS retention guidelines. 

 

Office 
 
 Remember to lock and secure the office when it is 

unattended and at the end of the day. 

 Whenever possible escort visitors at all times on site. 

 Remember to wear your identity badge. 
 
 
 
 

 
Desk 
 
 Operate a clear desk policy, especially when hot 

desking or working in an open plan office. 

 Do not leave confidential information unattended or out 
overnight – particularly important when hot desking or 
working in an open plan office. 

 Lock confidential information away, where possible. 
 
 

Person 
 
 Ensure you hold confidential conversations in an 

appropriate place. Inappropriate places include 
corridors, open plan offices, and at the photocopier! 

 Gain the patient’s consent before sharing their personal 
information with relatives. 

 

For further information and advice,  
please contact: 
 

 

The Information Governance & Security 
department on: 

0161 419 5295 / 4364 

 
E-mail:  
Information.Governance@stockport.nhs.uk 
 
Or Visit the: 
Information Governance &  
Security Microsite on the Trust  
Intranet 

 
 
 
 

 
                        This leaflet is available in large    
                                        print format on request. 
 
 

                             Ref: IG01  
                                         September 2011      Version 1.4 
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Appendix (b) 

Information Sharing Protocol 
 

Between: ________________________________ (the "Recipient") 
 
And: Stockport NHS Foundation Trust (the "Trust”) 
 
The Recipient has a legitimate interest in accessing and using certain personal information held by the Trust. 
This Information Sharing Protocol sets out the basis upon which the Trust will share personal data with the 
Recipient and the steps that both parties will take to ensure that personal data is protected adequately at all 
times.  
 
The first part of this Information Sharing Protocol sets out general principles with which both parties must 
comply at all times. Appendix 1 describes the categories of data that will be shared with the Recipient and 
the purpose(s) for which the Recipient is permitted to use each category of data. Appendix 2 sets out the 
security measures that the parties shall put in place to protect the data. Appendix 3 sets out details of the key 
contacts of each party, who have overall responsibility for information governance in connection with the 
information sharing arrangement.  
 
From time to time the parties may agree additional protocols to govern specific aspects of the data sharing 
(for example detailed operational procedures for sharing data). Such additional protocols must be agreed in 
writing by authorised representatives of both parties and will be supplemental to this Information Sharing 
Protocol. 
 
For the purposes of this Information Sharing Protocol, the terms "personal data", "data subject" and "data 
controller" shall have the same meaning given to those terms in the Data Protection Act 1998.  

General Principles 

 
1. Each party recognises that the other party is a data controller in its own right. Both organisations 

agree to comply with the various principles set out in this Information Sharing Protocol and their 
respective obligations under the Data Protection Act 1998.  

 
2. Each party shall appoint a responsible officer who will be responsible for ensuring the protection of 

personal information that is shared in accordance with this Information Sharing Protocol (each a 
"Responsible Officer"). The Responsible Officer must have appropriate training and experience to 
fulfil the role (e.g. Caldicott Guardian or senior manager responsible for data protection). Details of 
the Responsible Officers appointed by the parties at the date of signing this Information Sharing 
Protocol are set out in Appendix 3. The parties may change their appointed Responsible Officer by 
notice in writing to the other party. 

 
3. The categories of data that the Trust will share with the Recipient are set out in Appendix 1. The 

Recipient is solely permitted to use the data provided by the Trust for the relevant purpose(s) 
specified in Appendix 1. From time to time the parties may amend the categories of data being 
shared and the purposes for which data may be used by the Recipient. Any such changes must be 
approved in writing by the Responsible Officers prior to any data transfer occurring and an updated 
Appendix A shall be prepared to reflect the agreed changes.  

 
4. The Trust shall use reasonable endeavours to provide the personal data to the Recipient in the format 

specified in Appendix 1 at the frequency specified in Appendix 1. The Trust does not give any 
warranty as to the accuracy, completeness or fitness for purpose of any data provided to the 
Recipient and the Recipient shall be responsible for determining whether the data provided by the 
Trust is suitable for use by the Recipient for the permitted purpose. The Trust shall not be responsible 
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for any losses or damage suffered by the Recipient as a result of use of any data provided by the 
Trust or otherwise arising in connection with the information sharing arrangements governed by this 
Information Sharing Protocol. 

 
5. Each party shall ensure that it has in place appropriate procedures and measures to ensure 

compliance with the Data Protection Act 1998, the Privacy and Electronic Communications (EC 
Directive) Regulations 2003 ("the Data Protection Legislation"), Caldicott Report, BS ISO/IEC 27000 
Series of Information Security Standards and national guidance and rules around holding and 
destroying health/social services records and other relevant legislation.  

 
6. Both parties shall take appropriate technical and organisational measures against the unauthorised or 

unlawful processing of personal data and against the accidental loss or destruction of, or damage to, 
personal data to ensure compliance with the seventh data protection principle including, but not 
limited to, the security measures set out in Appendix 2. 

 
7. The Recipient shall promptly comply with any request from the Trust to amend or delete any personal 

data that has been provided by the Trust. 
 
8. At the end of the retention period specified in Appendix 1, the Recipient shall delete or destroy the 

personal data securely in accordance with the requirements set out in Appendix 2. 
 

9. If the Recipient receives any complaint, notice or communication which relates directly or indirectly to 
the processing of the personal data provided by the Trust or to the Recipient's compliance with the 
Data Protection Legislation, it shall immediately notify the Trust and it shall provide the Trust with full 
co-operation and assistance in relation to any such complaint, notice or communication. 

 
10. The Recipient shall not transfer the personal data provided by the Trust to any third party or outside 

the European Economic Area without the prior written consent of the Trust. 
 
11. Each party shall respect the rights of data subjects under the Data Protection Legislation and shall 

provide reasonable co-operation and assistance to the other party to ensure that rights may be 
exercised effectively by data subjects. It is anticipated that each party shall be responsible for 
responding to requests that the relevant party receives from data subjects. To the extent that a 
request is received which relates to the data sharing arrangements governed by this Information 
Sharing Protocol, the parties shall consult with one another and agree which party is best placed to 
respond to the request.  

 
12. Each party is committed to reviewing practice with the aim of ensuring all exchanges of personal 

information meet legal and Caldicott standards. The parties shall regularly review this Information 
Sharing Protocol and the practices and procedures that each party has in place to ensure that 
information sharing is carried out in accordance with all applicable laws and regulatory guidance. The 
parties shall carry out reviews not less than once in each 12 month period. Reviews shall include: 

 
a. consideration of whether it is still necessary to share each category of data listed in Appendix 

1; 
b. a review of all data listed in Appendix A to ensure that only the minimum necessary level of 

data is being shared; 
c. a review of the quality and accuracy of data and ways in which quality and accuracy may be 

improved; 
d. a review of whether the retention periods specified in Appendix 1 are appropriate; 
e. consideration of whether the security measures in place to protect personal data are adequate 

and whether security measures can be improved; 
f. the level of staff awareness in relation to data protection requirements and the obligations 

placed on the parties under this Information Sharing Protocol and whether additional staff 
training needs to take place; 

g. the processes that the parties have in place to ensure that individuals can exercise their rights 
effectively in relation to the information sharing arrangements. 
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13. Each party is committed to ensuring staff are informed of the confidential nature of the personal data, 
are appropriately trained in data protection/Caldicott procedures and have been issued with practical 
guidelines on the transfer of personal information. In the case of the Recipient, access to the personal 
data shall be restricted to those staff who require it in order to achieve the permitted purposes set out 
in Appendix 1. 

 
14. Either party may terminate this Information Sharing Protocol at any time upon given written notice to 

the other party. Upon termination, the Recipient shall delete or destroy all personal data provided by 
the Trust under this Information Sharing Protocol in accordance with the requirements set out in 
Appendix 2. 

 
15. The Recipient shall indemnify the Trust and keep indemnified the Trust from and against all costs, 

expenses (including, but not limited to, legal and other professional fees and expenses) losses, 
damages and other liabilities (of whatever nature, whether contractual, tortious or otherwise) suffered 
or incurred by the Trust and arising out of or in connection with any breach of this Information Sharing 
Protocol by the Recipient, any activities of the Recipient in connection with the data provided by the 
Trust pursuant to this Information Sharing Protocol and any claims, actions or demands made against 
the Trust by any third party as a result of any breach or alleged breach of this Information Sharing 
Protocol by the Recipient.  

 
 
Signed on behalf of the Recipient: 
 
 
             
Signature         Print name        Date 

Caldicott Guardian/authorised officer  

 
 
 
Signed on behalf of the Trust: 
 
 
             
Signature         Print name        Date 

Caldicott Guardian/authorised officer  



 

 

 
 

APPENDIX 1 – PERMITTED PURPOSES AND DATA ITEMS 
 

Information flows from the Trust to the Recipient 
 

Flow 
number/ 

code 

Flow name 
Sender 

Department 
and/or 

borough if 
not Trust 

wide 

Recipient, 
department 
or person? 

Purpose Data Items*  Format/ 
applicable 

data 
standards 

 
Frequency of 
data sharing  

 
Retention 

period 

Justified by and 
date 

 
 
 

         

 
 
 

         

 
 
 

         

 
 
 

         

 
 
 

         

 
 
 

         

 
 
*See the table below for an explanation of different categories of data items. In each case a precise description of the categories of data to be provided must be 
given. 
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Definition of Data Items 

 

No. Data Item Definition 

1 Personal 

 
Name 
Date of birth 
Next of kin 
Personal circumstances 
 

Financial information 
Physical description 
Gender 
NHS Number 

2 
Personal/  
Sensitive 

Racial/ethnic origin 
Religion 
Trade Union membership 

Court Proceedings 
Criminal convictions 
Political opinions 

3 
Clinical 
(Sensitive) 

Information relating to physical or mental health or 
condition 

4 Demographic 
Address 
Postcode 
Telephone number 

Location description 
Directions  

5 Other 
Environmental 
Social 

Health Professional 

6 
Confirmed and/or unconfirmed 
risk 

Risk to self 
 
Risk to children 

Risk to staff/professionals 
 
Risk to others 
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APPENDIX 2 – DATA SECURITY MEASURES 

 
[Include details of appropriate security measures relating to the information sharing that the parties must 
put in place to ensure that data is kept securely.] 
 
Information Governance Training 
 
All individual recipients must have undertaken appropriate Data Protection and confidentiality training.  
 
IT System Access  
 
All systems access must be authorised by an appropriate manager at the Trust and all individuals requiring 
access to the Trust’s information systems will be required to undertake systems specific training prior to any 
access being granted.  
 
Transmission of data 
 
The parties shall transmit data in accordance with NHS data encryption and/or physical security standards, 
specifically the following procedures: 
 
[Insert specific requirement for transmitting data] 
 
Storage of data 
 
The Recipient shall ensure that all data received from the Trust shall be stored and processed in 
accordance with NHS data encryption standards and the following security procedures: 
 
[Insert specific details] 
 
Retention, deletion and destruction of data 
 
The Recipient shall comply with the following requirements when archiving/deleting/destroying data 
provided by the Trust pursuant to this Information Sharing Protocol: 
 
DH NHS Records Management Code of Practice requirements and; 
[Insert specific standards for deleting and destroying data] 
 
Statement of personal responsibility 
 
All of the recipient’s employees will be required to agree to and sign a 
statement of personal responsibility (Appendix 4) prior to being given 
access to any of the Trust’s information. 
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APPENDIX 3 – RESPONSIBLE OFFICERS 

 
Trust 
 
Name: Khaja Hussain 
Role: Assistant Director of Information Governance & Security 
Telephone: 0161 419 5295 
Email: Khaja.hussain@stockport.nhs.uk 
Address: Stepping Hill Hospital, Poplar Grove, Stockport, Cheshire. SK2 7JE   
 
Recipient 
 
Name: 
Role: 
Telephone: 
Email: 
Address: 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
   ,,mmmm 
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APPENDIX 4 – AGREEMENT OUTLINING PERSONAL RESPONSIBILITY CONCERNING SECURITY 
AND CONFIDENTIALITY OF INFORMATION:  
 
In connection with services provided by your employer to the Stockport NHS Foundation Trust (the "Trust") 
you may acquire or have access to confidential information (including personal information) which must not 
be disclosed to any other person unless in pursuit of your duties as detailed in the Information Sharing 
Protocol with the Trust.  
 
In consideration of being given access to such confidential information, you hereby agree that such 
confidential information shall be treated by you as confidential and you agree as follows: 
 
1. In this agreement "Confidential Information" shall mean information of whatever kind (whether 

commercial, technical, financial, operational or otherwise, whether communicated verbally, in writing or 
in any other form, and whether or not expressly stated to be confidential) provided or made available to 
you by or on behalf of the Trust including (but not limited to): 

a. the existence or contents of this agreement;  
b. information relating to the operation, business, employees, patients or suppliers of the Trust; 
c. any other information generated or acquired by you in relation to the Trust; and 
d. any modification (whether authorised or otherwise) made to any of the information 

mentioned in this paragraph 1 by you or any person to whom you have disclosed any of that 
information. 

2. You will safeguard the Confidential Information and treat it with the strictest confidence and will not 
without the prior written consent of the Trust disclose, reveal, report, publish or transfer any Confidential 
Information to any third party. 

3. You will divulge the Confidential Information only to those of your fellow employees who are directly 
concerned with the provision of services to the Trust and who have a legitimate need to know or use 
such information or documents for the purposes of fulfilling their responsibilities and who have prior to 
such disclosure entered into an agreement with the Trust in the same form as this agreement or in such 
other form as may be approved by the Trust. 

4. You will ensure that any such employees to whom you divulge any Confidential Information are aware 
that the same is confidential to the Trust. 

5. You will not use the Confidential Information for any purpose other than for the fulfilment of your duties 
in connection with the provision of services to the Trust. 

6. All papers furnished to you by the Trust (whether directly or through your employer) or generated or 
acquired by you will be returned or otherwise disposed of as the Trust may from time to time direct. 

7. You will not make any copies (whether in physical or electronic form) of any Confidential Information. 
8. The obligations set out in this agreement shall continue in full force and effect notwithstanding the 

completion of the services, and/or the termination of your involvement with the provision of the services. 
 
If you are found to have used any information you have seen or heard whilst working with the Trust in 
breach of this agreement you and your employer may face legal action. 
 
Statement of Acceptance: 
 
I understand that I am bound by a duty of confidentiality and agree to adhere to the conditions set out 
above. 
 

Name of employer: 
 

 

Contact details (Dept./Tel): 
 

 

Print Name / Job Title: 
 

 

Signature: 
 

 

Date: 
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Appendix 1 
 

 
 
 
 

Equality Impact Assessment – Policies, SOP’s and Services not undergoing re-design 
 

 
 
 

For the following question, please use the EIA Guidance document for reference: 

Submission Date: 13/4/17 

Approved By:  
Full EIA needed: Yes/No 

1 Name of the 
Policy/SOP/Service 

Information Sharing & Transfer of Records Policy 

2 Department/Business Group Information Governance – IM&T 
 

3 Details of the Person 
responsible for the EIA 
 

Name: 

Job Title: 

Contact 
Details: 

Jean Lehnert 

I.G. Co-ordinator 

0161 419 4364 

4 What are the main aims and 
objectives of the 
Policy/SOP/Service? 

 
To provide guidance for staff in order to maintain and uphold the Trusts 
information governance requirements 
 

5 
 
 

A) IMPACT 

 

Is the policy/SOP/Service likely to have a 
differential impact on any of the protected 
characteristics?  If so, is this impact likely to be 
positive or negative?  
 
Consider: 

 Does the policy/SOP apply to all or does it 
exclude individuals with a particular protected 
characteristic e.g. females, older people etc.? 

 What does existing evidence show? E.g. 
consultation from different groups, demographic 
data, questionnaires, equality monitoring data, 
analysis of complaints. Are individuals from one 
particular group accessing the policy /SOP 
/Service more/less than expected? 

 

B) MITIGATION 
 
Can any potential negative impact be 
justified? If not, how will you mitigate any 
negative impacts? 
 
 Think about reasonable adjustment and/or 

positive action 

 Consider how you would measure and 
monitor the impact going forward e.g. 
equality monitoring data, analysis of 
complaints. 

 Assign a responsible lead.  

 Designate a timescale to monitor the 
impacts. 

 Re-visit after the designated time period to 
check for improvement. 

Lead 

Age 
 

This Policy concerns itself with information as a 
generic term – it does not reference specific details 
relating to any individual. 
 

  

Carers / People 
with caring 
responsibilities 
 

This Policy concerns itself with information as a 
generic term – it does not reference specific details 
relating to any individual. 
 

  

Disability 
 
 

This Policy concerns itself with information as a 
generic term – it does not reference specific details 
relating to any individual. 
 

  

Race / 
Ethnicity 

This Policy concerns itself with information as a 
generic term – it does not reference specific details 
relating to any individual. 

  

Office Use Only 
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Gender  This Policy concerns itself with information as a 
generic term – it does not reference specific details 
relating to any individual. 
 

  

Gender 
Reassignment  

This Policy concerns itself with information as a 
generic term – it does not reference specific details 
relating to any individual. 
 

  

Marriage & 
Civil 
Partnership 
 

This Policy concerns itself with information as a 
generic term – it does not reference specific details 
relating to any individual. 
 

  

Pregnancy & 
Maternity 

This Policy concerns itself with information as a 
generic term – it does not reference specific details 
relating to any individual. 
 

  

Religion & 
Belief 

This Policy concerns itself with information as a 
generic term – it does not reference specific details 
relating to any individual. 
 

  

Sexual 
Orientation 

This Policy concerns itself with information as a 
generic term – it does not reference specific details 
relating to any individual. 
 

  

General 
Comments 
across all 
equality 
strands 

This Policy concerns itself with information as a 
generic term – it does not reference specific details 
relating to any individual. 
 

  

EIA Sign-Off Your completed EIA should be sent to Sue Clark , Equality and Diversity 
Manager for approval and publication: 
 

Susan.clark@stockport.nhs.uk 
 
0161 419 4784 

mailto:Susan.clark@stockport.nhs.uk
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If you would like this policy in a different format, for example, in large print, or on 
audiotape, or for people with learning disabilities, please contact: 
Patient and Customer Services, Poplar Suite, Stepping Hill Hospital. Tel: 0161 419 5678. 
Email: PCS@stockport.nhs.uk.  

 

 

 
  

mailto:PCS@stockport.nhs.uk
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Appendix 1 
 

 
 
 
 

Equality Impact Assessment – Policies, SOP’s and Services not undergoing re-design 
 

 
 
 

For the following question, please use the EIA Guidance document for reference: 

Submission Date:  
Approved By:  

Full EIA needed: Yes/No 

1 Name of the 
Policy/SOP/Service 

 
Information Sharing & Transfer of Records Policy 

2 Department/Business 
Group 

 
Information Governance/IM&T 

3 Details of the Person 
responsible for the EIA 
 

Name: 

Job Title: 

Contact Details: 

Jean Lehnert 

I.G. Co-ordinator 

X 4364 

4 What are the main aims 
and objectives of the 
Policy/SOP/Service? 

 
To ensure that identifiable information is handled securely and appropriately 
 
 
 

5 
 
 

A) IMPACT 

 

Is the policy/SOP/Service likely to have a 
differential impact on any of the protected 
characteristics?  If so, is this impact likely to be 
positive or negative?  
 
Consider: 

 Does the policy/SOP apply to all or does it 
exclude individuals with a particular protected 
characteristic e.g. females, older people etc.? 

 What does existing evidence show? E.g. 
consultation from different groups, demographic 
data, questionnaires, equality monitoring data, 
analysis of complaints. Are individuals from one 
particular group accessing the policy /SOP 
/Service more/less than expected? 

 

B) MITIGATION 
 
Can any potential negative impact be 
justified? If not, how will you mitigate any 
negative impacts? 
 
 Think about reasonable adjustment and/or 

positive action 

 Consider how you would measure and 
monitor the impact going forward e.g. 
equality monitoring data, analysis of 
complaints. 

 Assign a responsible lead.  

 Designate a timescale to monitor the 
impacts. 

 Re-visit after the designated time period to 
check for improvement. 

Lead 

Age 
 

 
The policy does not discriminate on the basis of age 
– the policy concerns itself with handling 
information according to legal requirements, over 
which the Trust has no control. 
 
 
 

  

Carers / People 
with caring 
responsibilities 
 

The policy does not discriminate against 
carers/people with caring responsibilities – the 
policy concerns itself with handling information 
according to legal requirements, over which the 
Trust has no control. 
 
 
 

  

Disability 
 
 

The policy does not discriminate on the basis of 
disability – the policy concerns itself with handling 
information according to legal requirements, over 
which the Trust has no control. 
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Race / 
Ethnicity 

The policy does not discriminate on the basis of 
race/ethnicity – the policy concerns itself with 
handling information according to legal 
requirements, over which the Trust has no control. 
 
 
 

  

Gender  The policy does not discriminate on the basis of 
gender – the policy concerns itself with handling 
information according to legal requirements, over 
which the Trust has no control. 
 
 
 

  

Gender 
Reassignment  

The policy does not discriminate against those 
subject who have undergone/are undergoing 
gender re-assigment – the policy concerns itself 
with handling information according to legal 
requirements, over which the Trust has no control. 
 
 
 

  

Marriage & 
Civil 
Partnership 
 

The policy does not discriminate on the basis of 
marital/civil partnership status – the policy concerns 
itself with handling information according to legal 
requirements, over which the Trust has no control. 
 
 
 

  

Pregnancy & 
Maternity 

The policy does not discriminate on the basis of 
Pregnance/Maternity status – the policy concerns 
itself with handling information according to legal 
requirements, over which the Trust has no control. 
 
 
 

  

Religion & 
Belief 

The policy does not discriminate on the basis of 
religion and/or belief – the policy concerns itself 
with handling information according to legal 
requirements, over which the Trust has no control. 
 
 
 

  

Sexual 
Orientation 

The policy does not discriminate on the basis of 
sexual orientation – the policy concerns itself with 
handling information according to legal 
requirements, over which the Trust has no control. 
 
 
 

  

General 
Comments 
across all 
equality 
strands 

This policy does not concern itself with individual 
aspects/characteristics of Trust patient and/or staff 
and/or carers.  The content seeks to advise/guide 
staff on their responsibilities when handling 
identifiable information and is written in accordance 
with UK legislation – over which the trust has no 
control 

  

EIA Sign-Off Your completed EIA should be sent to Sue Clark , Equality and Diversity 
Manager for approval and publication: 
safina.nadeem@stockport.nhs.uk 
 
0161 419 4784 


